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	Reason for change:
	In TS 33.501, the AS rekeying is triggered by the AMF with the UE context modification process in normal case. If the AS rekeying fails, the AMF will be notified by the gNB with the UE context modification response message
In subclause 6.9.2.3.2 of the current specification, it states the AMF may activate a new 5G NAS security context with a new KAMF to initiate the AS level re-keying on Xn- Handover. This AS level rekeying case is a new feature for 5G NR added in the SA3#88bis for the motivation to merge the Path Switch process on Xn Handover with the AS rekeying process. 
Different from the normal case for AS rekeying failure, the Path Switch process is triggered by the gNB, the AMF will not receive any response message from the gNB. So in case of the AS rekeying failure, it needs to send an acknowledge message to the AMF to inform the AS rekeying of the gNB is failure as discussed in the associated discussion paper S3-2XXXX in the scenario 1c and scenario 2. Otherwise the AMF cannot or does not know when to another NAS security mode procedure when AS rekeying fails specified in subclause 6.9.4.4 of the TS 33.501.


	
	

	Summary of change:
	It is proposed to introduce Handover Notify message in when AS rekeying failure for the case of the scenario 1c and scenario 2. Handover Notify message is sent to the AMF from the gNB, which including the result of the AS key rekeying of the gNB/ng-eNB. 

	
	

	Consequences if not approved:
	It will cause execution problems in the gNB implementations. The AMF does not know when to perform operations when AS rekeying fails on Xn-handover.
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**** START OF CHANGES ****
6.9.2.3.2
Xn-handover

In Xn handovers the source gNB/ng-eNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source gNB/ng-eNB shall first compute KNG-RAN* from target PCI, its frequency ARFCN-DL/EARFCN-DL, and either from currently active KgNB in case of horizontal key derivation or from the NH in case of vertical key derivation as described in Annex A.11/A.12.
Next, the source gNB/ng-eNB shall forward the { KNG-RAN*, NCC} pair to the target gNB/ng-eNB. The target gNB/ng-eNB shall use the received KNG-RAN* directly as KgNB to be used with the UE. The target gNB/ng-eNB shall associate the NCC value received from source gNB/ng-eNB with the KgNB. The target gNB/ng-eNB shall include the received NCC into the prepared HO Command message, which is sent back to the source gNB/ng-eNB in a transparent container and forwarded to the UE by source gNB/ng-eNB. 

When the target gNB/ng-eNB has completed the handover signalling with the UE, it shall send a NGAP PATH SWITCH REQUEST message to the AMF. Upon reception of the NGAP PATH SWITCH REQUEST, the AMF shall increase its locally kept NCC value by one and compute a new fresh NH from its stored data using the function defined in Annex A.10. The AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the new fresh NH. The AMF shall then send the newly computed {NH, NCC} pair to the target gNB/ng-eNB in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The target gNB/ng-eNB shall store the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs if any. 

If the AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the sent NGAP PATH SWITCH REQUEST ACKNOWLEDGE message shall in addition contain a NSCI (New Security Context Indicator). The AMF shall in this case derive a new initial KgNB from the new KAMF and the uplink NAS COUNT in the most recent NAS Security Mode Complete message as specified in Annex A.9. The AMF shall associate the derived new initial KgNB with a new NCC value equal to zero. Then, the AMF shall use {the derived new initial KgNB, the new NCC value initialized to zero} pair as the newly computed {NH, NCC} pair to be sent in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The gNB/ng-eNB shall in this case set the value of keySetChangeIndicator field to true in further handovers. The gNB/ng-eNB should in this case perform an intra-gNB-CU/intra-ng-eNB handover immediately and send Handover Notify message to the AMFwith the result of rekeying failure. If the AS level re-keying fails, the cause of failure should be also included.
NOTE:
Because the NGAP PATH SWITCH REQUEST message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure. Thus, for Xn-handovers key separation happens only after two hops because the source gNB/ng-eNB knows the target gNB/ng-eNB keys. The target gNB/ng-eNB can immediately initiate an intra-gNB-CU/intra-ng-eNB handover to take the new NH into use once the new NH has arrived in the PATH SWITCH REQUEST ACKNOWLEDGE message.
6.9.4.4
AS key re-keying

The KgNB/KeNB re-keying procedure is initiated by the AMF. It may be used under the following conditions: 

-
after a successful AKA run with the UE as part of activating a partial native 5G security context; or
-
as part of synchronizing the NAS and the AS security contexts as a part of handover procedure, if a handover is occuring; or
-
as part of re-activating a non-current full native 5G security context after handover from E-UTRAN according to  clause 8.4; or

-
to create a new KgNB from the current KAMF.

NOTE 1: To perform a key change on-the-fly of the entire key hierarchy, the AMF has to change the 5G NAS security context before changing the 5G AS security context. 

In order to be able to re-key the KgNB, the AMF requires a fresh uplink NAS COUNT from a successful NAS SMC procedure with the UE. In the case of creating a new KgNB from the current KAMF a NAS SMC procedure shall be run first to provide this fresh uplink NAS COUNT. This NAS SMC procedure does not have to change other parameters in the current EPS NAS security context. The AMF derives the new KgNB using the key derivation function as specified in Annex  A.9 using the KAMF and the uplink NAS COUNT used in the most recent NAS Security Mode Complete message. The derived new KgNB is sent to the gNB/ng-eNB in an NGAP UE CONTEXT MODIFICATION REQUEST message triggering the gNB/ng-eNB to perform the AS key re-keying. The gNB/ng-eNB runs the key change on-the-fly procedure with the UE. During this procedure the gNB/ng-eNB shall indicate to the UE that a key change on-the-fly is taking place. The procedure used is based on an intra-cell handover, and hence the same KgNB derivation steps shall be taken as in a normal handover procedure. The gNB/ng-eNB shall indicate to the UE to change the current KgNB in intra-cell handover during this procedure. Network-side handling of AS key re-keying that occur as a part of Xn and N2 handovers are described is defined in clauses 6.9.2.3.2 and 6.9.2.3.3 of the present document.
When the UE receives an indication that the procedure is a key change on-the-fly procedure, the UE shall derive a temporary KgNB by applying the key derivation function as specified in Annex A.9 using the KAMF from the current 5G NAS security context and the uplink NAS COUNT in the most recent NAS Security Mode Complete message. UE-side handling of AS key re-keying that occur as a part of Xn and N2 handovers is described in clause 6.9.2.3.4 of the present document.
From this temporary KgNB the UE shall derive the KNG-RAN* as normal (see Annex A.11/A.12). The gNB/ng-eNB shall take the KgNB it received from the AMF, which is equal to the temporary KgNB, as basis for its KNG-RAN* derivations. From this step onwards, the key derivations continue as in a normal handover.

If the AS level re-keying fails, then the AMF shall complete another NAS security mode procedure before initiating a new AS level re-keying. This ensures that a fresh KgNB is used. On Xn-Handover, if the AS level re-keying fails but the RRC connection reestablishment is successful or the gNB can not activate the KgNB’, the gNB and the UE will continue to use the old KgNB. In order to another AS level rekeying, the AMF shall receive the Handover Notify message with the failure cause, and then the AMF shall initiate another NAS security mode procedure to ensure a fresh KgNB to be used. 
The NH parameter shall be handled according to the following rules: 

-
The UE, AMF, and gNB/ng-eNB shall delete any old NH upon completion of the context modification.

-
The UE and AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the fresh NH. The computation of NH parameter value sent in the Namf_Communication_CreateUEContext Request, NGAP HANDOVER REQUEST, and NGAP PATH SWITCH REQUEST ACKNOWLEDGE messages shall be done according to clauses 6.9.2.3.2 and 6.9.2.3.3.
**** END OF CHANGES ****

